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1. Introduction 
These guidelines are issued by the ICT Manager under authority of the Macquarie College 
Administrative Committee (AdCom). 

These guidelines provide clarification for staff on the practical application of the Macquarie 
College’s (College) Policy on Acceptable Use of ICT facilities and they should be read in 
conjunction with it. 

2. Audience 
The intended audience for these guidelines is all staff, contractors or consultants engaged by 
Macquarie College. 

3. Scope 
These guidelines applies to apply to staff, contractors or consultants engaged by Macquarie 
College who use the College ICT facilities. 

4. Policy 
The following sections set out requirements that are particularly significant and provide relevant 
information about some of the legislation that governs the use of ICT facilities. All staff who use 
College ICT facilities must comply with the policy, legislation and principles that are referred to 
here as well as to other directives issued by the ICT Manager. 

4.1 Acceptable Use of ICT facilities 
ICT facilities may be used only as set out in the College’s Policy on Acceptable Use of ICT 
Facilities. 

Staff members must not use ICT facilities for the purpose of personal profit making or for 
commercial activities other than those of the College. Staff use of College ICT facilities 
including email and the internet is conditional upon compliance with all College policies 
procedures and guidelines, as well as with State and Commonwealth law. 

4.2 Copyright Law 
Copyright law restricts the copying of software and other material subject to copyright 
(documents, music, broadcasts, videos etc.) except with the express permission of the 
copyright owner. 

4.3 Software 
Staff may not make use of, or copy, software contrary to the provisions of any agreement 
entered into by the College. The onus is on staff to consult with ICT to clarify the permitted 
terms of use if they wish to use any software for purposes other than those for which the 
College has a licence. 
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4.4 Email and Copyright 
The copyright of an email message is owned by the sender, or the sender's employer. 
Copyright owners have a variety of rights, including the right to reproduce their work and the 
right of communication to the public. Forwarding something to an email discussion list would 
be construed as "to the public". Consider the expectations of the originator; did that person 
set any conditions on the further communication of their email, or expect that it would not 
be forwarded to anyone else, or would not be forwarded to a particular recipient? 

4.4.1 Spam Act 2003 

All email messages sent from a College email account must comply with the Spam 
Act 2003. This Act sets up a scheme for regulating commercial e-mail and other types 
of commercial electronic messages. The Spam Act refers to spam as "unsolicited 
commercial electronic messaging". "Electronic messaging" includes emails, instant 
messaging, SMS and other mobile phone messaging. A single message may be spam. 
The message does not need to be sent in bulk, or received in bulk. 

There are a large number of commercial electronic messages that can be sent 
legitimately. They are only considered to be spam if they are sent without the prior 
consent of the recipient - as unsolicited messages. The rules for sending commercial 
electronic messages are: 

• Unsolicited commercial electronic messages must not be sent. 
• Commercial electronic messages must include information about the 

individual or organisation who authorised the sending of the message. 
• Commercial electronic messages must contain a functional unsubscribe 

facility. 
• Address-harvesting software must not be supplied, acquired or used. 
• An electronic address list produced using address-harvesting software must 

not be supplied, acquired or used. 

4.5 Honesty in representation and identity 
4.5.1 User Misrepresentation 

Staff must not under any circumstance, in messages or otherwise, represent 
themselves as someone else, fictional or real, without providing their real identity or 
username. 

4.5.2 Public statements on behalf of the College 

Communications using College ICT facilities should not give the impression that the 
writer is representing, giving opinions or making statements on behalf of the College 
or any part of it unless appropriately authorised to do so.  
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4.6 Security 
The following practices should be observed to maintain the security of the College’s ICT 
facilities. 

• Staff must keep their username and password safe and not make their password 
available to others or use any account set up for another user or make any attempt 
to find out the password of a facility or an account for which they do not have 
authorised access. 

• Staff must ensure that the confidentiality and privacy of data is maintained. 
• Staff who have been granted access to computer systems are responsible for the safe 

keeping of the data they access. 
• Staff must not divulge any confidential information that they may have access to in 

the normal course of their employment. 
• Staff must not seek access to data that is not required as part of their duties as a staff 

member of the College.  
• Staff who inadvertently obtain data to which they are not entitled or who become 

aware of a breach of security pertaining to data from any information and 
communication technology facility must immediately report this to the ICT Manager 
or the ICT Service Desk. Unauthorised release or use of data inadvertently obtained 
may lead to legal action. 

• Staff must ensure the security of their workstation by logging off or observing other 
security measures when it is left unattended. 

• Staff whom access email via a mobile device must ensure this device has a suitable 
pin or password type locking mechanism to prevent the unauthorised access to any 
work email that may be accessible from this device. 

4.7 Non - Interference 
4.7.1 Inconvenience and damage 

Staff must not behave in a manner which, in the opinion of relevant College 
managers and supervisors, unduly inconveniences other people or which causes or is 
likely to cause damage to College ICT facilities. 

4.7.2 Installation of software 

Staff must not install software on any College ICT facility without the written approval 
of the ICT Manager. For further information please refer to the Staff Laptop Program 
policy for information about installing software on College provided Staff Laptops. 

 
4.8 Unacceptable or prohibited use of ICT facilities 
4.8.1 Purpose 

ICT facilities are provided for use in the College’s teaching and learning, 
administrative and business activities. They are not provided for private personal use, 
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although it is recognised that, as with the telephone, there will be limited use for 
personal purposes (see below section 4.8.5). 

Some types of unacceptable use, for example transmission of material of an obscene 
nature, are specifically prohibited by the Policy on Acceptable Use of ICT Facilities 
and by State and Commonwealth law.  

4.8.2 Examples of Unacceptable Use 

Unacceptable use of ICT facilities is set out in section 6.3 of the Policy on 
Unacceptable Use. Further examples of unacceptable use include: 

• circumventing system security provisions or usage quotas 
• visiting inappropriate internet sites concerned with pornography and 

downloading materials that are pornographic or storing or transmitting any such 
material 

• playing computer games or other leisure activities such as joining in chat rooms or 
surfing the internet in pursuit of personal interests that are not related to work.  

• sending or soliciting obscene, profane or offensive material. 
• sending email messages or jokes that contain discriminating or sexually harassing 

material, or messages that create an intimidating or hostile work environment for 
others. 

• using College’s ICT facilities in the conduct of personal businesses or for 
commercial purposes that are not directly related to College business. 

• using College email facilities to send chain letters. 
• unauthorised forwarding of confidential College messages to persons outside the 

College. 
• using another person's mailbox without authorisation. 
• using another's identify or concealing or misrepresenting one's name or affiliations 

or address. 
• sending unsolicited personal opinions on social, political, religious or other non-

College related matters, where sending such opinions is not a legitimate part of 
education or research. 

• soliciting to buy or sell goods or services, except on mail groups that have been 
established specifically for that purpose 

• using, copying or transmitting copyrighted information in a way that infringes the 
owner's copyright. 

4.8.3 Inadvertent unacceptable use 

In relation to use of the web, it may not always be possible to tell if a web page is 
relevant until it has been read and search engines and links can sometimes lead to 
irrelevant and inappropriate websites. In these cases usage logs may be used to 
demonstrate that access to inappropriate sites was inadvertent. 
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4.8.4 Seeking advice on use 

Where staff have doubt concerning their authorisation to use any ICT facility or about 
whether a particular use is acceptable, they should seek the advice of their supervisor 
or the ICT Service Desk. 

4.8.5 Use for personal purposes 

There may be some use of College ICT facilities for personal purposes that are 
unrelated to work (e.g. internet banking). Such use must be limited, reasonable and 
appropriate and it must not: 

• contravene College policy or State or Commonwealth laws 
• interfere with official use of ICT facilities or 
• interfere with a staff member's obligations to the College. 

The amount of personal use is at the discretion of a staff member’s supervisor or 
manager and therefore, seeks advice from them before using the internet for 
personal purposes. For information about how use of the internet is monitored, see 
section 4 on Privacy and Monitoring (below). 

4.8.6 What to do when misuse is observed 

Report the incident directly to the ICT Service Desk. 

4.8.7 What happens following a report of alleged misuse 

Where an alleged misuse has been reported to the ICT Service Desk or brought to the 
attention of the ICT Manager or staff members responsible for managing any part of 
the College’s ICT facilities, the ICT Manager (or nominee) may: 

a. act immediately to prevent any continuation of the alleged misuse pending 
an investigation  

b. promptly notify other authorities, including the relevant supervisor or manager 
c. advise the person of the Acceptable Use of ICT Facilities policy and direct the 

person to discontinue immediately the alleged misuse 

If an investigation of alleged misuse requires a staff member's use of ICT facilities to be 
examined or monitored they will not necessarily be notified. If the investigation of 
alleged misuse requires access to the contents of a staff member's computer or e-
mail, approval of the Principal is required beforehand. 

Allegations that constitute misconduct or breaches of the law will be referred to the 
appropriate authority for investigation. The College will give that authority all 
reasonable assistance requested including disclosing: 

• relevant financial and personal data, and 
• data which may be limited by contractual obligation including copyrighted 

software and software that is patented or which contains trade secrets  
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4.8.8 Penalties for misuse of ICT facilities 

Staff members who do not abide by College policy when using ICT facilities may have 
their access to ICT facilities suspended and disciplinary action, and/or legal action 
may be taken. See the College’s Policy on Acceptable Use of ICT Facilities. 

4.9 Privacy 
4.9.1 Privacy limitations 

A member of staff may expect some privacy in relation to their use of the computer 
and email and internet resources the College makes available to them at work. 
Despite the use of individual passwords, privacy is limited in the following ways: 

• use of computers, email and the internet can be accessed by ICT administrators. 
This includes administrative access to staff and student mailboxes to delete 
malicious emails that may have been received inadvertently to protect the 
security of College systems and data. 

• ICT systems automatically log the internet sites visited, the downloads made and 
the time spent at each site as well as information about emails sent and 
received. This automatically logged information can be accessed by ICT 
administrators. 

• while contents of emails and web sites are not routinely recorded, contents may 
be stored on staff computers or on servers 

• it is possible to retrieve deleted records from backups and archives. 
4.9.2 Privacy legislation 

Besides technological limitations on privacy, there are other factors that can impinge 
on privacy. The Office of the Privacy Commissioner provides information on the 
privacy legislation and how it applies to use of ICT by employees. It shows that there 
are exemptions to the Privacy Principles and an employer's logging of staff activities 
(email and internet) is not contrary to the legislation as long as it is done lawfully and 
fairly.  

To ensure fairness, the College has provided these Guidelines to inform staff about its 
practice of monitoring and accessing records relating to use of College ICT facilities, 
including computers, email and the internet. 
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4.10 Monitoring of use of ICT facilities 
The College provides ICT facilities for use by staff in relation to the College’s teaching and 
learning, administrative and business activities. Routine monitoring of the use of ICT facilities is 
conducted to monitor the costs and acceptable use of College resources. The type of 
information automatically collected includes: 

Internet Email 

• the name of the person who 
accessed the internet site 

• the date and time the site was 
accessed 

• the site address (or "URL") 
• the computer the person used to 

access the internet 
• the size of the site or web page 

accessed or the amount of material 
downloaded. 

• the email address of the person who 
sent the message. 

• the name of the person who received 
the message. 

• the email addresses of other people 
who received the message. 

• the date and time at which the 
message was sent and received. 

• the server(s) from which the message 
was sent. 

 

 

5. Procedure 
5.1 Use of email signatures  
Staff should include a signature file on all email. The signature should include the name of the 
sender, organisation, title, email address, phone number, fax number and the College URL. 
The following is an example of the Email Signature style that staff at Macquarie College must 
use. 

For example:  

 

John Citizen 
HR Manager 
  
t: 02 4954 6222 | m: 04XX XXX XXX | e: JCitizen@mc.nsw.edu.au 
. 
Macquarie College 
Seventh-day Adventist Schools (NNSW) Limited 
182-222 Lake Rd, Wallsend NSW 2287 
PO Box 517 Wallsend NSW 2287 

Do not include drawings, pictures, maps, or graphics in your signature or an inspirational or 
other type of quotation at the end. Such material is unnecessary in a business 
communication and may not be well-received. 

 

mailto:JCitizen@mc.nsw.edu.au
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6. Supporting Documentation 
• Acceptable Use of ICT Facilities Policy 

 

Version Control and Change History 

Version 
Number 

Approval Date Approved by Amendment 

1.0 21 March 2012 ICT Manager New Policy 

2.0 23 June 2015 ICT Manager 

Reviewed in light of changes to Acceptable 
-Use of ICT facilities Policy 
-Updated to latest MC policy format 
-Removed section on Mailbox restrictions 

2.1 13 November 
2018 ICT Manager 

Review of Policy 
-Minor wording updates 
-Removal of Email retention information 
(references in other policies) 
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